ORACLE
RECOVERY PLAN AauidLasrksagv?

1iJo RANSOMWARE Toué DATABASE vavasau

luganddAsAnmMunvlswasiiaduununadu — IissAva:lissuuAdulasansNUTvLASHINEY
lafimu Ransomware gvaviluiluroninsilissnnwa wsiznans:numamsanbbudlulaiua
“oyaaayk19” Imudu udgoruedv “ssAnkaas:va” “doyaanmanulug” ua: “Gardov
avAnsIdIKI” NdhAyAosaadivlulandsna (Digital Footprint) faulisanlunasama

AUSKISS:aUgLaE1vL CIO ta: CTO dwnuvuuKImanus:uu Cyber Security taasivins:
UovsAuuudkin (Perimeter Protection) Tuo1:=tu Firewall, Endpoint Protection k3as:uu
IEhs=3vAgIUL Real-time Avkualadvanudubld..udlioasall wsiAsanmulsaslikea
wouu usatnasavslkululaweneiu “Jusy” asve dndald — waawunsaduidivioia “aeiu”
W1u Malware x3o Email Phishing iikaoanlkilgviutluauitaus:aliiov

AavAo... “1s1:iogvls Arstuuiisravnuukimaann:asvladusa?”
WevuAms “JavAu” (Protection) gvluwadndalu — doAnnavAnsdaviidio Cyber Resilience
Strategy k3o “Anwaivisalumsaauauavuazadu (Response & Recovery)” lvT'IaIﬁs,sﬁa
nauurivuldagvduavkavikanmsailimadatialu
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ORACLE
3 YJUQdULIYC) LWDISIDADUAIINWSIU

a1u DATA PROTECTION & RECOVERY

duaauii 1: Assessment
* s:uUYRVArUA1SOVUDNA Oracle Database a2 RMAN 11aiKk528v?
o mmsAAu (RPO/RTO) Adavld dvasulondsbouduusandiadordaly?
* LAYNQIDUNAUTDYADSLKSDLUA?
e a1lau Ransomware s:uudisaviayavavAugv(Gladsolku?
e Joyalu Database vavArutiska (Encryption) 1diKSagv?

yuaduh 2: Define the Gap
s:yyovdw(us:uuUaauudinalkugvlunsaunauaiu Cyber Resilience

yuaduh 3: Fill the Gap
ldonlvagunauisalduldunoaiu Cyber Security ta: Data Recovery [Gp3sv

SSO\Viva Ouaz
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ORACLE
ORACLE ZERO DATA LOSS RECOVERY

APPLIANCE (ZDLRA): Us:aug>auayavavaal

ISTwauu:Un Oracle Zero Data Loss Recovery Appliance (ZDLRA) — K3oNiEen
duq 31 RA (Recovery Appliance) lsagun Oracle @aauvuuitawiztwaunlov
Oracle Database vavAfulluu Zero Data Loss — Uaaaneagvda uahwsauqnulonﬂlﬁa
wilusun Ransomware Bud

Feature rauuav RA naswmwuulaln DA

e Redl-Time Transaction Backup

e 1AUdoyana Transaction nuid>ginAln Real-Time Redo Transport

e Validation End-to-End

e asdaIdUANUANGRVYIVTDNAdLUASULTI—dalfiu—dvaan waudauusudaludtinin
WURADTULFIKIE

e One-Time Full + Incremental Forever

o Gr1sov Full AsSHIdE) MAUU Incremental aasalu aams=szuu WULANKSSAD

* Fast Restore

e Virtual Full Backup mikaAudoyalasials uuluikanisaianidu

e Long-Term Archive

* SOLSUMSIAUTDYAS:Y:gIDMUTDAIKUANIVANKIUIE

e Support Encrypted Database

o drsovdoyananiiiska (TDE) ldagobus:ansnw
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ORACLE
RA nu RANSOMWARE DEFENSE

nmlkaisaAnunanuluUlD

 Immutable Backup

o JoyadAnyuavAdu “Wasuulavkdoaululad” lubovainfiKkua

e Air Gap Architecture

o ngndundoyadrisoveonainsuukdn lagi@oudatawizyov Sync du

e Clean Room Environment

e anwinadoulasansuendin Production diksunisafAulla:asIvdauKkaviAaLka

asu: ZDLRA Ad “aisUs:Aungdolya” yavssadnal

Ransomware [Widaanwal luldananal ua:luduulduds:uvnavnuukiAa wAade
Oracle Recovery Appliance asuduflalann lunnelad:=iAadu — doyadineyuovAaud:
anaAulauduou 100%

A1aIaang...

a1Jul Ransomware lhudissAauovAtu —AD:LadA “D1ga1la” KSd
“aAuoin Oracle RA” ?
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